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° FRZNFARIGEESERRIGHNT SR
© Embedded Shell Scripts Should be Avoided

1B
General

JIAEESR FRIRASXIAS?

Why a coding style?

A consistent coding style makes the code easier to read and maintain.
—HHYIRIB NS EA RSB 2 T IRsErN 4.

Some rules have deeper reasons than just the look and feel, and actually reduce the risk for introducing bugs.
BLEANRR T SN Z SN B RERAIRE,  SEFR EIRBERRES I N FERATIXE.

There is no 'one true coding style'. Any coding style is better than no coding style, as long as it is followed by
everyone.

o IE—ERIRERE . (ERDNEHSERBRIEET, RES P ARERES
A2 RASTRE"?

What is a 'coding standard'?

A coding standard goes beyond just the coding style. It includes rules and recommendations for writing the
code, not just how to format it.

PRISARENMUN S RGBS, B EIERSURBRIANIFIERI, MAMUNEAMIRSEH T8I,
52 RERIEIXE

Do not mix coding styles

Every project has some sources that do not conform to the otherwise accepted coding style.

BB A —EAT LSRR FTEZ AR XSAY CBEIR.

However, when in Rome, do as the Romans do. In other words, always try to make the added or changed code
‘blend in" with existing code.

PR, ROZIBRMAENIBINE, REIER, BEEHEEEESaBSIHENRE RA—K.

Similarly, for any 3rd-party code, conform to whatever style is present there (but also consult a senior
engineer about the proper procedure for such modifications).

R, WHETE=5AE, BEEEETEENNESEEESII—URRTEN, THILSHENAIER
IR
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REEAMERHUCET
Do not beautify existing code

No drastic changes should be made to code that is already on the master branch. If any fixes have to be
merged to or from older branches later on, then such changes can make merging a nightmare.

MTELEED T EAIE, FAHITEXEN. MRZEVIGEHIEEATEHEBNRIBIID X EFT
K, BRALRENARESESH LIFRGIRERME.

If reformatting is approved for a certain module, the cosmetic changes have to be made separately from any
functional changes. Never mix cosmetic changes and functional changes in the same commit.

SNERFE MERAVEFTIRIVIERIGHUE, BPAINI LRISEN R SHATIRE LRIKEI D Tt T, tI0ER—MR
RGN ERISEIFIThEE ERISE.

AaIH S |E)EE
Indentation and Spacing

I5/D{ERHIRRT

Do not use tabs

Never use tabs in the code.

RIS ZDERHIRST

While editors can be configured to have tab stops at 4 instead of 8 columns, other tools (like visual diff tools)
might not all be configurable.

BRRERLIREHRMASERET 4 5UMak 8 7, (EREMTREUIITNHERIIL T B) eI sEH AR TIX
RYBCE.

Exceptions:
* Makefiles
® Linux kernel code
* any other 3rd-party code that uses hard tabs
When using an editor you are not familiar with, double-check the diff before committing.
(EFRARERIRIERRET, ERRAIBFANEESR.
When editing 3rd-party code, double-check the diff before committing.
EIESE =R, BERREFAEER.
AEHKNS 4 DG

Indent size is 4 spaces
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Configure your editor appropriately.
R miER TR SR E.

n n<7heEm+= =
A" AllmanXig" RINEHIES
Use "Allman style" for braces

Allman style is similar to K&R style, except that the opening brace is put on the next line (aligned with the
closing brace), and that "else" and "else if" keywords get their own line.

AllmanXIFESK&R KIEELL, RARIZAETARESSBE F—1T(EBAEXIESIITT), FHH else"f"else if'X
BFRBEMA—T,

This rule applies to functions, control statements, structures, and unions.
EARNIERTERE. =HER. EIRLARERER.

Exceptions to this rule are listed below, after the examples.
XERNRIFISIMERIN TR, SIERBIZIE,

Example (function):

int function

{

return 9;

}
Example ("if ... else"):

if (condition)

{
do_something();
}
else
{
do_something_else();
¥

Example ("if ... else if ... else"):

if (condition_ 1)

{
do_something();
}
else if (condition_2)
{

do_something_else();
5/55


https://en.wikipedia.org/wiki/Indentation_style#Allman_style
https://en.wikipedia.org/wiki/Indentation_style#Brace_placement_in_compound_statements
https://en.wikipedia.org/wiki/Indentation_style#Allman_style
https://en.wikipedia.org/wiki/Indentation_style#Brace_placement_in_compound_statements

coding_standard_zhcn.md 2025-09-05

}

else

{

do_last_resort_action();

}

Example ("switch"):

switch (expression)

{
case 0: /* falls through */
case
break;
case
break;
default:
LOG(...);
goto error;
}

Example ("struct" declaration):

struct my_structure

{
type_1 member_1;
type_2 member_2;
}s
Exceptions:

There is an exception for the "do..while" statements. In this case, both the "do" and the "while" keywords
should be on the same line as their respective braces.

XJF"do..while" IBHE—MIIMER, FEXMIBRT, "do"#l'while"XBNMREFNISENZEREESE
FE—17.

To make it more readable (especially for larger blocks), an empty line can be inserted after the line with the
"do" keyword and before the line with the "while" keyword.

AT EHERREHTHEN TRIKAIRNIBERMS), AJLEES do" XEFAIBMTRIBZ ELREE while”
KEFRIBMTABZBHEA—I 1T,

Exception ("do ... while"):
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do {

something();

} while (not_done_condition);

Another exception is the 'extern "C"' scope block, where the opening brace is also on the same line as the
declaration, and the content of the scope is not indented (the same rule applies for the outermost namespace
in C++).

B—IMIMERZ extern "C{EREIR, EXMERT, BIAAESHESFBER—T, BEFAERNRE
RNEHATARH(E C++ B, WTRINENa BT EHERREFAIIN).

Exception (extern "C"):

extern "C" {

In some cases, exceptions are allowed for control statements. If the code is very simple and repetitive (e.g.
merely reporting or logging different things), K&R style may be used.

ARLERT, EHEgREFFEEfIMER. IRABIEEREREESEMRRGINURBFREHICRAEN
A, WEJLASKA K&R XIFE.

This should only be used for blocks containing no more than one or two statements.
IR NERT B S EE —RmFKIETRIRIER.

If K&R style is used, then both the closing brace and the opening brace must be on the same line as the "else"
(or "else if") statement.

SESRAS KBR RIBNUE, BBABAAIE SIS SHARS else @ "else it EDLFA—T.

Exception (simple, repetitive code):

if (condition) {
report_something();

} else if (condition_2) {
report_something else();
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} else {
report_default();

}

In case of "else" and "else if" statements, all blocks must use the same style, therefore if any of the blocks is
larger, then Allman style must be used throughout.

X3 Felse"F1"else if'iBA), FRrBMREHRMIIRARRELS, RIREHFI—MUCBRINKEREK, A
IR AAllmant&zt,

BIIFHES PR R 2 A E SRR AES
Loop and conditional statements should always have brace-enclosed sub-statements

The code has a more consistent ‘'look and feel' and is easier to read if all conditional and loop statements have

braces.

ZARBRIIMNIFIXUEE IS —, MBENRFAENSKGEUMEMEUEEERES, IPAREBIEERESEN
BRI,

This rule also prevents bugs caused by adding a line, but forgetting to add braces.
XEMNEREE R ERIN T — TR ERICHRIIAE ST SHRIEIR.

Furthermore, if a line of code is added later on, the diff will be cleaner and will contain just the relevant

functional change.
IHHh, MR EFHRI—ITB, BAERIRSKESEINEW, RaE3BXNERERS.

Example ("for" statement):

for (i=0; i<table_length; i++)

{
(element[i]);

}

Exceptions:

For very simple code, loops and conditional statements with a single-statement clause can be written as one-

liners.
MFIEEERNAE, TERDIETUNERIZHFETTAER—TBaRL.

For loops, this should only be done if the controlled statement is trivial so that the intention can be described

with a single comment before the loop.

XFfor' @ik, RBEAEFEFIRNEDIFEERNER FAMKAXMAN, XEFEEEARZBIM I LAE 5B
RERERRAESE,
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Simple conditional statements that test some value and perform a simple action often do not even need a
comment.

A AT UAE MEFA TR RR PRI R R PEUBEERATH RN ERE.

Exception (one-liners for trivial constructs):

if (elements_11 == ) goto error; /* OK */

// find the last element
ptr = elements_11;
while (ptr != ) ptr = ptr->next; /* 0K */

If braces are not used, then the entire "for", "while", "if", or "if...else" statement MUST be on the same line.
WRAMEREIES, BBAEEAfor". "while", "if'8"if...else" BAIMMMER—ITRE.

Example (one-liners must be one-liners):

if (found == ) /* WRONG */
goto error;

if (found == ) goto error; /* Right */

for (i=0; i<QCSAPI_MAX_ETHER; i++) /* WRONG */
mac_addr[i] = (uint8_t)tmp[i];

/* either use braces (Right) ... */
for (i=0; i<QCSAPI_MAX_ETHER; i++) {
mac_addr[i] = (uint8_t)tmp[i];

/* ... or a one-liner (Right) */
// populate mac_addr from tmp
for (i=0; i1<QCSAPI_MAX_ ETHER; i++) mac_addr[i] = (uint8 t)tmp[i];

Specifically for the "if...else" statement, if it is written as a one-liner, it is advisable to use braces to make the

two clauses stand out.
X if..else"lBOMES, NRBEHER—ITBIE, BN EREESRERNDZRNERBWIX S

However, only do this if the intention is easy to understand and there is no need to add a comment for each
of the actions. In general code, it is usually better to avoid "if...else" one-liners, but they may be useful in

macros.

%, REEEEZTIERELTHFAEMRERNNERNER T4 XM, T—RROKEH, BERFERE
FA"if...else"IXFRERTHUIREEH, (BERTENTESER.

Example ("if ... else" one-liner):
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for (i=0; i<QCSAPI_MAX_ETHER; i++) {
if (hide_mac) mac_addr[i] = 9; /* WRONG */
else mac_addr[i] = (uint8_t)tmp[i]; /* WRONG */

}
/* either expand it (Right) ... */
for (i=0; i<QCSAPI_MAX_ETHER; i++)
{
if (hide_mac) {
mac_addr[i] = ©;
} else {
mac_addr[i] = (uint8_t)tmp[i];
}
}
/*¥ ... or use a one-liner (Right) */

for (i=0; i<QCSAPI_MAX_ETHER; i++) {
if (hide_mac) { mac_addr[i] = 9; } else { mac_addr[i] = (uint8_ t)tmp[i]; }
}

One-liners for "if...else" statements are allowed for algorithms which are rarely changed.
MNTEREROFEIENNE L, RIHER"f. else {BRPRIBEREIER.

For business logic, place "if" and "else" clauses on their own lines and use braces (K&R style may be used if
the code is short and is likely to remain so).

T SEBEE, & if F"else TEABMIERMAYT L, FERAEESOIRABEIEEARKTERK, FLK
F3 K&R &z0).

Exception not allowed for non-trivial code (especially for business logic, which may change):

TR R RIFREREINTER T RS EERIES, HRATHRESRERN):

if (condition) {
action 1(...);

} else {
action_2(...);

}

FMEUENIZERIRI— T L

Each statement should be on a line of its own

Do not try to make the code compact by putting several statements on the same line.
FEHEREZ NEIRER—THURFIEDRE.

Likewise, do not chain assignment statements.
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B, FERMEEDHETER.

Example (put each statement on a line of its own):

a = ; b= 5
a:b: 5

a = >

b = g

Also, do not put extra initializations into the 'init expression' of the "for" statement. Only initialize two
variables if both are also handled (e.g. incremented or decremented) by the 'loop expression' of the "for"
statement.

L5, REFE for IBARY IIAHRIATV BERANFYMINGRHN. REERPMZER b EIARAIN I
BEEERIER, F IR e,

Example (do not abuse the expressions of the "for" statement):

for (found= , i=0; i<table_ length; i++) ...
found = 5
for (i=0; i<table length; i++) ...

BEZ forBANE N RATUBERIRAI—TH

Put each expression of a complex "for" statement on a line of its own

When a "for" loop is used as an iterator, the expressions can become quite long. Putting them each on a line
of its own makes the statement more readable.

BforfBMRIRENEERY, REAXIRSLBAAK. KRR —Thr LIRSS S,

Example (a complex "for" expression):

for ( record = ds_dlist ifirst(&record iter, temp list);
record != ;
record = ds_dlist_inext(&record_iter))

ZERAVEERNE

How to use empty blocks
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If an empty block is needed for a conditional statement, use "{}" (with no space in-between), rather than a
semicolon.

SFMEOTETRE, NER "((FEAESR), mIFRR—oS.

Example (empty clause):

while (wait_for_something() == RESULT_TIMEOUT);

while (wait_for_something() == RESULT_TIMEOUT) {}

For dummy functions or empty callbacks, add a "NO-OP" comment.
XTFREEEEE, M0 "NO-OP" 17
Example (empty void function):

void empty callback

{

}

For an unfinished implementation, add a "TODO" comment, so that it can be found.
STFRFAISEER, FHI0—N"TODO FRE, LMERTLIKEIE.

Example (unfinished function / placeholder):

void report_callback

{
}

BEREEHINE N SEERIRAY—TF
Put each function parameter of a complex function on a line of its own

This prevents the declaration from getting excessively long. It also allows each parameter to have a short
comment.

XATLABGLEARARIK, BERITFE N SHEEERTERE.

Indent parameters by 8 spaces. The first parameter should be already in a separate line, not in the same line
as the function name.

BEEEHN =8, F— I SHNZELERRI—ITH, MARSRARZERT—T.
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Put the closing parenthesis on a separate line, followed by the opening brace on a separate line of its own.
BaEESHERRN—TLE, ARBEXESHEREN—TL.

Example (parameters of a complex function):

return_type complex function

For a declaration, also put the closing parenthesis on a new line, followed by the semicolon on the same line.
TR, BEEHITEINEARES, ARER—TLEINESS.

This style also allows the comments to serve as Doxygen compatible descriptions of parameters.
XFRXISIE I ERRE A DoxygenFRSHISEUHIA,

Example (declaration with Doxygen descriptions of parameters):

return_type complex_function

When calling functions with many parameters or with complex values (calculated, function calls, etc), use the
same indentation style, but keep the closing parenthesis with the last parameter.

SEARTHEIFSSHNRSSTEENMECTEE. RERRSNRERT, ERBRNEHNE, BRE&EE
— N SHERES.

If the name of the function is short (less than 10 characters), keep the first parameter in the same line with the
opening parenthesis and align the rest of the parameters with it.

MRFEHB L (DT 1007, WE—NSHEEFRSHRIFE—T, FREMBSHEERSIIT.

For functions with a format string (e.g. logging or parsing), if more than one line is needed, it is recommended
to align the parameters with the format string.

T HEBNFRRINREGIINESICREET), MRFEST, BIESHERAFFHEITT.

Example (calling functions with many/long parameters):
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ret = some_function(long_parameter_1, /* WRONG, don't do this */
long_parameter_2,
long parameter 3);
ret = some_function( /* Indent parameters by 8 spaces */
long_parameter_1,
long parameter_2,
long _parameter 3);
gsort(long_parameter_1, /* For functions with short names, indent
less */

long_parameter_2,
long_parameter_3,
long parameter_4);

LOG(TRACE, "Got values: %d %d %0.2f", /* For format strings, align below */
param_1, param_2, param_3)

Exceptions:

Note that this rule is for functions with many parameters, especially functions that are visible outside of a
module, in which case it may be useful to use this style for all declarations in the header file (but not
necessarily for all definitions in implementation file(s)).

pIoMER: EEE, ERNERTESIFSSHRIRE, S3IRERRINEI NS, EXMERIT, 3k
X ERE AR R A R (ER—EER T SEIS A IR EEN).

Local (either static, or visible only within a module) functions can be declared in a single line, provided that the
line does not get too long (up to 80-100 characters).

[EEBER N (B S R EE (AR BT WAYRED AT LATESRATHAERE, RHRRIZITASAKAHBIZ80-1001MNFFR).
Example (declaration of a local function):

/* Allowed (if it is not too long) */
static int local function ;

XJTERE, 25" NSImRARES

For declaring pointers, the asterisk ("*") shall be adjacent to the identifier

This rule applies to declaring variables, function parameters, and structure members.
HANERTEIREZE. RESEMEEMR.

Example (asterisk placement):
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struct structure

{
int counter;
void *void_ptr;
¥
int function(int void
{
void *tmp_ ptr;
}

If aligning the identifiers, then the alignment should include the asterisk ("*")
NRKITFHRRRF, NWIFNBZES(™

Example (asterisk alignment):

int len;

char *pos;

struct_t *last;

bool was_found;
Exceptions:

An exception to this rule are function return types, where the asterisk ("*") should be adjacent to the type.
IZFNR—MAISNEEREUREIEEY, HPES()iZ5KE48e0,
The return type should be specified on the same line as the function (helpful when 'grepping’).

IRBISRE NZ AR IR —T e (R RHRERA).

Exception (asterisk placement for return types):

void* function_returning_a_void_pointer

{

In header files, groups of simple functions may be written as one-liners.
L, —REBRIREAT LSRR TS,

It is not mandatory, but it may be useful to align the function names. If aligning, use standard indents (e.g.
column 8, 12, 16...), and do not try to align all functions to the longest return type.
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XAZEEHR, EXNTFREBTEEEA. WRTT, BERmEEHGINGI8. 12, 16..), AEZTIGHT
BRENITEIRIKIREIESRE,

If there are a few functions with a longer return type, let those be exceptions. If it makes sense, group them
together, but do not align everything because of those few.

NRE—LRHANRERARK, WSEHAARE. RGN, BelfE—R, EFAERNXEDHAT
BRrEREST.

Example (alignment of prototype one-liners):

int function_returning_an_int ;

void function_not_returning_anything ;

void* function_returning_a void_pointer ;

char*  function_returning _a_char_pointer 5

info_struct_t* function_returning_a_pointer_to_something ;

—EAREERN. MR EEEAFARMN R TS

Binary arithmetic, bitwise, and assignment operators should be surrounded by spaces
Binary (as opposed to unary) arithmetic, bitwise, and assignment operators should be surrounded by spaces.

ZAENTOIEER. e EIEEFRIRNL/REE TS,

Example (arithmetic, bitwise, and assignment operators):

= (len + 3) & ~ 5 /* Right */
*= sizeof(int); /* Right */
=(len+3)&~ ; /* WRONG */
*=gjizeof(int); /* WRONG */

Exceptions:

Very simple assignments and expressions (using local variables with short names and simple literals) may be
written without spaces, especially in "for" statements.

IFEEBRNRENRA(ERESESNERFEENFEHEE) JUAMERTR, 532K foriBaH.

Exception (omitting spaces for very simple operations):

for (i = 0; i < table_length; i++) ... /* As per the rules */
for (i=0; i<table_length; i++) ... /* Also allowed */
for (idx=0; idx<json_array_size(result); idx++) ... /* WRONG, too complex */
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=R EERAFRN R =S

Ternary conditional operators should be surrounded by spaces

2025-09-05

In a ternary conditional operation ("? ... : .."), both the "?" and the ":" should be surrounded by spaces.

Additionally, always enclose the condition in parentheses, so that it resembles the condition of an "if"

statement.

E=H&MEE(? L), R UEBA R ESER. ESh, IR SIERMAHEIRR, EEEEXRME if

IBEPRIFM .

Example (ternary operator):

retval = (len < 9) ? : len;

retval=(len<@)?-1:1len;
retval = len < ? : len;

— T B A BEIT IS —ieE R
Unary operators must not be used with spaces

Unary operators must not be used with spaces.

— TSR RE =S —iE A

Example (unary operators):

a = -a;
i++;
if (!is_local) ...

i ++;
if (! is_local) ...

2580 SRIAEFERTE

Do not use spaces before a comma or a semicolon

Do not place spaces before a comma or a semicolon. This is also true for the ‘comma’ operator (but note that

it should be used sparingly).

AEEESHDSRINEE. MTESHBEFHENLERER, MXERER).

Example (no spaces before commas or semicolons):
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for (i=0; i<table_length; i++) /* Right */
{

(element[i], ); /* Right */
}
for (i=0 ; i<table_length ; i++) /* WRONG */
{

(element[i] , ); /* WRONG */
}

EEHERREES ZEERTE

Use spaces between control statements and their parentheses
Place spaces between control statements and their parentheses.
EEHEDIEIIES ZERETE,

Example (spaces after control statements):

if (condition) ... /* Right */
if(condition) ... /* WRONG */
for (i=0; i<len; i++) ... /* Right */
for(i=0; i<len; i++) ... /* WRONG */

RESERIHES P AERTIE
Parentheses of function parameters should be written without any spaces

Do not place spaces between a function and its parentheses, or between a parenthesis and its content.
FEERBIERESZE, SEEESTHRTZERETE,

Example (no spaces around function's parentheses):

function_name(parameter_1, parameter_2); /* Right */
function_name (parameter_1, parameter_2); /* WRONG */

function_name( parameter_1, parameter_ 2 ); /* WRONG */

BERAIreturni B RNIZERIES

Simple return statements should not use parentheses
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Return statements should not use parentheses for simple return values (literals, variables, simple function

calls).

ReturniFAIANIZXEBANREIEFHE. X8, BRNRLBERERES.

If a return expression uses operators, it may be enclosed in parentheses, and there should be a space between

the "return” keyword and the parenthesis.

RRRIFRATERTRERS, JLIBESHERZE,

Example ("return” statements):

return 1;

return retval;

return helper_function(...);
return (length * sizeof(long));
return(length * sizeof(long));
return (0);

return (retval);

IR EN IR S AEBROX B MY

/*

/*

/*

/*

/*

/*

/*

mA "return" XEFFHES ZBNIZBE— T,

Right

Right

Right

Right

WRONG

WRONG

WRONG

*/

*/

*/

*/

*/

*/

*/

Curly braces of an initializer should have an extra space on the inner side

When curly braces are used with their content on the same line (e.g. for a simple initializer), use a space on the

inner side.

SESTENNRASER—TR OGN, MNTEPEHER), ERRBERTE.

Example (initializers):

struct some_state my state = {

int [MAX_ELEMENTS] = {
int [MAX_ELEMENTS] = {0};
int [MAX_ELEMENTS] = { };
*/

}s

}s

struct some_struct array_s[ARRAY_SIZE] = {

*/
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struct some_struct array s[ARRAY SIZE] = { { T}

XNTERRIFRIAI, BERESTIEYMITE
Use parentheses and extra spacing for complex expressions

Parentheses should be used generously. Relying on operator precedence often leads to mistakes, and such
code is also harder to read when reviewing.

ESMIZKER. KBzEAFNUARERSSEGER, FEERRN, XEFFUBBRERIE.

When two parentheses are adjacent to each other, adding an extra space usually makes the expression easier
to read, especially if the operands are long (e.g. function calls).

SR MESHESE, FIIEYMITIRBESERANESTZIAE, RSB PRI GINREER).

Example (parentheses for complex expressions):

result

(a * b) + (c * d);

result

a*b + c *d;
if ((a*4)<=(b+ 1)) ...
if (a*4<=b+ 1) ...

if ((a * 4) <= (b + 1)) ...

ESITHRESRAIRIAL
Writing complex expressions over several lines

Arithmetic expressions can (and should) be simplified using intermediate results, either by accumulating the
result into the final variable, or by using additional temporary variables.

BARIAAILAERGZ) ER PSR TR, TLUGERRENR finalZES, HaILEREIMIIGREE.

For boolean expressions, the usual approach is to break them into multiple lines. Use line breaks at a
consistent nesting level, and put the operator at the beginning of the next line.

MNTHREFAN, BEIMGEREENDNET. E—SRIRERD LERRTR, IR ERRET—T
RIFFX.

Example (multi-line boolean expression, compact):

if (long_condition_1
|| long_condition_ 2
|| (condition_ 3 && condition_4))
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The above compact example can be made more readable by aligning the individual expressions and by
moving the last parenthesis to the next line, aligned with its opening parenthesis.

BEIXNFENREN, FHRE—MESBMEIT—T, EORRERNRAIERA R,

Example (multi-line boolean expression, aligned):

if ( long_condition_1
|| long_condition_2
|| (condition_3 && condition_4)

BITARBIE 120 FHF

Lines should not exceed 120 characters

Older coding styles usually only allow lines of up to 78 or 80 characters.
|REYRISIXSIE B R A IF S TR S 78880 F 1.

Nowadays such a limitation can be counterproductive. But bear in mind that although editors and terminal
output can handle long lines fairly well, various diff tools and especially web tools (e.g. GitHub) may not be so
flexible, so try to keep the amount of long lines low.

S, XERRETRESESER. BRFICHE, RERERMZRELHATLRFENIERT, BSfdiffT
8, 153Rweb TR BIGNGiItHUb)ATRERRBPARIE, FTLVRERFHKITHED.

Make sure to follow recommendations elsewhere in this coding style so that indentation levels do not grow

unnecessarily:
BB RBNIEREMT AR, LR A EIEINgEHR 3
* Write parameters of complex functions each in its own line {22 RENS S ERHAI—ITH

* Use "goto" statements to simplify error handling, cleanup of resources, etc. {ff"goto" 1BGIE &L iEIR
QIR BREES.

¢ Avoid redundant "else" and "else if" statements &R 25 elseflelse 5G]

e Test for failure rather than success to avoid unnecessary nesting UM TAZEMED, LABERARNER
B®RE

If the code starts to stray too much to the right, it is probably time to refactor the code and introduce some
helper functions.
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MRAIEBFERGRELRS, PBARTEEMRERRRHSIN—LHEERET.

Note however that function header comments and other comments spanning multiple lines should be limited
to 78 characters (see also the "Comments" section).

AMIEER, RECOIRMEMEB TERMNZIRFIE7 8N FALURE I EE —1),

A5

Files

BXHBXOKNG

Treat filenames as case sensitive

This rule seems redundant for developers using Linux for their development environment, but it is a reminder
in case any developer uses Windows or OS X.

XﬂZ{EmLlnux1’EtF7iHiﬁE’Jﬁ7iAJ\%Lﬁ FANAFRZHRA, BXTERAWiIndowssk0S XRIFRAR
EEIH', _A]:IEEE

GRS B2 "

C source files must have extension ".c"

Example:

CEL R A IE" h"

C header files must have extension ".h"

Example:

£ WERTE X 34 RE X NEREREL (T =" .c.h")

Define inline functions in 'inline definition files' (extension ".c.h")

Define inline functions in ‘inline definition files' (extension ".c.h") and declare them in header files
= (T RR".ch)PENXRERREL, FELSEEEE]

Example: ,

The "inline" keyword must be used in both places.

"inline" REFFIIEIX R Mth 75 EBE.

A separate inline file keeps header files clean and small. It also allows the project to be adjusted to not use
inlining, either for performance reasons or for troubleshooting purposes.

— M ERIRAIRBRSE AT LAMRIFL S ROEEEANG, R YPREIE LAERRER, TieEHTIHREREIR
RHEEHRER.
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LB S B SR

Header files must have '#include guards'

Include guards are used to prevent the problem of 'double inclusion'.
ERESRIPRBIL ES0 S 0.

Include guards should be used consistently and preemptively, not only when double inclusion arises.
BERIPAREIN—ib. FRSSHER, MAXEELINESSHT.

Example (#include guard):

"#include guard” BUFAC IR RS RS BFRM BRI :

<filename_without_extension> H _INCLUDED

The name of the preprocessor symbol for the '#include guard' shall be composed as:
<filename_without_extension>_H_INCLUDED

Example:
Note:

Another common naming scheme uses just (for example STRUTIL_H).
This naming scheme was specifically NOT chosen and should not be used.

BRI RS = ENER ({510 STRUTIL_H), It ARHIEEE
W%, AMfER.

The naming scheme that uses (for example STRUTIL_H) is used by
compilers and standard C libraries and MUST NOT be used (symbols that start with two underscores are
reserved for the compiler).

RiReRTIAE C BE(ER (a0 STRUTIL_H)MISEAEE, RILAERE
AR TRIETFSLRIFT S A ImiE=RIRER).

AXHHESE
Interface header files should be self-contained

Each interface header file should be self-contained, meaning that when it is included, there are no
dependencies that would need to be included before it.
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BIANHEHNEES, XEREICHREIR, THREEZAIRINMEIRIT,

An interface header file should declare only the exposed interface and any types needed for it. It should not
declare anything that is only needed for the module's implementation.

SN B A TR O R ERRAMEHIRE, EANAREHINATRRIMAENRS.
The implementation file (or files, if there are more than one) must always include the interface header file.
SEIN (B S AME, IRBEES MR B .

By convention, system headers are included first, followed by 3rd-party headers (if any). Project headers are
included last.

RIRIRG, BREIRFEG, AREEF=FANGWRR). REEIMB LK.

Example (foobar.c):

To test whether the interface header is really self-contained, one can temporarily include the interface header
at the top of the implementation file (but make sure it is removed before committing).

ATWRZEOLESEIEEES, JUEIRHROLE SESSIETRERERRERRZ RIS ERER).
Exceptions:

A header file may be defined that is included before any other header files:

LA — N30, (EE R R RS RIRE S

® Such a header file can be used to resolve issues that have different solutions on different platforms, or
address differences between compilers and compiler versions. 2L 4 A A FHRREARFEE LBAR
EFRTENIR, SRR TNERESEMmERRAZENESR,

* If such a header file is used, source files and other header files may rely on this header file to include

certain prerequisite header files. {IEREMRILESIY, TRIAFIEAMSL S AT RIS SR B AR
Lo RFSL 0.

Another example of a header file that is not an interface header file is an 'internal to implementation' header
file:

BN ELHRITGIR SEIARER Sk
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* Such an 'implementation’ header file is useful when a module is implemented in several source files. 24

—MEREZ/NFE A PSEIEY, XA S LI FEE .

* An ‘implementation’ header file can be used to share types and declarations that are needed by several
source files, but should not be exposed in the interface header file. "SE¥I" LA R B FHEZ/NNESE
ATERYSRENNAEEE, (BN RTT.

* The name of an 'implementation' header file should have an "_impl" suffix (e.g. foobar_impl.h) "SCE"sk

XAHHIBFRNER " _impl [GER (5140 foobar_impl.h),

In some cases including 3rd-party headers may be tricky because of their prerequisites, or if they cause name
clashes:

EREERT, 883%=kHTRAEmTF, EACIBRRFY, SESHERRR:

* Whenever possible, 3rd-party headers should only be used in implementation files and the presence of

the 3rd-party types hidden from the caller. RAJBRESLIN M ERE =730, HEE=5%K8
XS R REISE.

* A decision can be made to make an exception for certain 3rd-party headers, which are then included
according to specific rules. JLURTEN L E =L 304 THIIMME, ARRESEANEHESE
A

ERES (<>) BaRFRLE, FA51S (") 88mBEMNE=G304
Use brackets (<>) to include system header files and quotes (") to include project and 3rd-party header files
Using brackets versus quotes in include directives affects the search order.

£ include 5L HEAESIEES I SSTIMERIF.

Not using them properly affects compilation performance, or may even fail to compile on some compilers (or
in some circumstances).

NERERESSFmmFE L, EETRERLMFERS L EERLER T)RELM.
& #include" i8S HFESH TS
Put the "#include" directives at the top of a file

All #include directives should be grouped at the top of the file.

FTE #include $8<EBM IITE S TRER.

Using an #include directive at the point where it is needed is only used in specific cases and should generally
be avoided.

NS EER A EZERN AR #include 184, BELMBRFER.
N 374
/E%#

Comments
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ATEERYIERRN RS
Comments must be written exclusively in English

Never use any language other than English in source code.
RS R ERZE LM ES.

R R BE S IS

Comments must be strictly professional

Use comments to describe the code. Any other use of comments is unprofessional.
(EFERRARS. (IR RS EREEA T AT,
ROVREETE

Use vertical space generously

Just like good comments, empty lines make the code more readable.
MGIFRGERE—F, TITRRERSBIEEME.

Use an empty line after the declarations, before the first executable statement.
TERPZE. B EUHTERZRIER—E1T.

Always add an empty line before a comment.

RIS URII—ET,

Separate logical groups of code with empty lines whether they are preceded by a comment or not.
ZeBZIEENEEAR IR, MNERTITOREN

R ERRRIFER"C++ XU ("//")iERE

'C++ style' ("//") comments are preferred for commenting the code

'C++ style' ("//") comments are easier to format and maintain, and are therefore preferred for general
comments in the code.

"C++ NUE"(//)EREZTRIVAER, EEESATETHERERE.

The more prominent multi-line comments using "/.../" style are used for function headers, and occasionally for
comments indicating workarounds or some other important information that should stand out.

)

e/ MISNSITIRENER, BERTREL, BEATERERD ASEM—EFEREETHE
BERAER.

vz

Example (comment styles):
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RARRERNA T S FEAR T ER) L5, 4aiEE

Larger comments should be above the line (or block) they describe, indented identically

A comment before a control statement should describe either just the condition (or scope in case of a “for"
statement) of the action, or the intent of the action (including the controlled statements).

EEIEQRRERRIZ (AR ERN R EL for IBTRSEE), SERFNEE(BEZRIER).

Example (a comment describing the whole loop):

for (...)

A comment at the top of a controlled statement (within an "if", "else", "for", ...) should describe the particular
action taken. It can also clarify the reason why that code is reached.

ZEEQINERGERIE . "else’. “for'FERIR)NIZEIAFRERIEMAE(E. SR LAEIRRAZI CBRIR
S

Example (comments for individual controlled blocks):

if (... complex condition ...) {
} else {
}

TR R BT R B T B A

'End-of-line' comments can be used for brief descriptions of actions
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'End-of-line' comments should only be used when the comment is brief enough to fit comfortably in a single

line.
XL EFREBERLIES — TR A RER"1TE TR,
Example (‘end-of-line' comments):

for (...)
{

if (conditionl) break; // Right: brief comment

if (condition2) break; // WRONG: don't use end-of-line style
// for long comments that
// don't fit in a single line

if (condition3)

{
// Right: if a long explanation is needed,
// use a normal comment rather
// than an 'end-of-line' comment
break;
}

"1TR TERNSABZERRN SIS
'‘End-of-line' comments should be separated from the code by two (2) spaces

Use two spaces rather than one before an '‘end-of-line' comment. This separates it from the code and makes
both the code and the comment more readable.

TR ERRINERRNESEMAR— IR, XETLUSIRERBORE, EREREERA S
.

Example (use two spaces before an 'end-of-line' comment):

/* Right */
do_something(...); // will return immediately

/* WRONG */
do_something(...); // a single space makes it less readable
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For multiple, related actions, the ‘end-of-line' comments may be aligned (provided that they don't stray too
far to the right). The minimum allowed distance of two spaces from the code still applies.

MTFESMEXREE, TR ERILIIFEIRREMNI2EaRENT). SABZERTFNS/IMEE IR
T&ABPRER,

Example (aligning ‘end-of-line' comments):

if (condition_ 1) {
do_something();

} else if (condition_2) {
do_something_else();

} else {
unhandled state action();

}

Exceptions:

A single space is recommended for 'end-of-block comments' (described next).
EWE RETR (TR P ERRDTE.

X REHZFNEARER RE TEFE

Use an ‘end-of-block' comment for large control statement blocks

If a control statement block is large (e.g. spans more than one screen), or includes several levels of nested
control statements, then it is hard to quickly deduct which closing brace belongs to which block.

MREHIBEGDHRRAGIIN, BUSI R, BEESZEREERIED, NREREETHBNGESE
TR,

Generally, in such situations one should consider refactoring the code (e.g. by introducing helper functions) to
keep functions — and especially control statement blocks — down to a reasonable size.

BE, mEXMERT, MZzEREERBGIIN, BI5INHEIRE)LISRETHREFIEDRBIA/INZHITE
BEAFEEA.

However, it is not always possible (or worthwhile) to restructure the code, and in such cases it is advisable to
add a short comment (an ‘end-of-block' comment) that clarifies what the closing brace belongs to.

B2, ENBEHAREITTEERS), EXMERT, EMGRI— I EERTRCRE TR, LEREES
RYIFE.

To make it different from typical 'end-of-line' comments, use the "/* ... */* comment style and a single space
between the closing brace and the comment. This way the entire construct functions as a whole, and even
somewhat resembles the "end if* and "end loop" statements of Ada.

HTEESHBR TR IR OFE, BFEA" . /TR, FEARSIIERZERINI— g, X
B, BNEMEATLWEA— N EINRIE(ER, BEEEREUT Ada Y end if'F1"end loopiEA,
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Example (‘end-of-block' comments for control statements):

X RBIFA IR LR S Y " RES PR R
Use an 'end-of-block' comment for large preprocessor blocks

Just like with large control statement blocks, there is a readability problem with large preprocessor blocks (#if,
#ifdef, #ifndef).

SAREEIEaR—RE, ABFRAMEL#if, #ifdef. #ifndef)tB{FIERTIEM AR,

So, likewise, use 'end-of-block' comments for large preprocessor blocks (especially those that do not fit on
one screen), and put the preprocessor symbol into the comment.

Rk, FEE, SARFUMER(CERILTTEAE— MR BRI R RER TR, FHFTRESIIA
TR,

Again, use the "/* ... */" comment style and a single space between the closing brace and the comment.
BtF, BEA/> . /IR, AEAESIETRZERIN—EE.

Example (‘end-of-block' comment for a preprocessor block):

For complex conditions, do not repeat the entire condition, just use a suitable distinguishing symbol from the
condition (so one can search for it) and add an ellipsis ("...") after it.

MTEFNFY, FEESRINFM, RBERESRZFHNR O SUETLERE) HEERRIZERS
(".."e

Example (‘end-of-block' comment for a complex condition):
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For preprocessor conditional blocks with an "#else" directive, it is useful to add "(else)" in the end-of-block
comments of the "#else" and "#endif" directives.

XA H5 else IR OMTUNBIRRLER, 1 else R rendif IR SHIRETIERRIFAN (else) R,

Example (‘end-of-block' comments with "#else" directives):

Do not overuse 'end-of-block' comments. Only use them for larger blocks, never for blocks containing a
single line or just a couple of lines. Rather, always make the blocks stand out by using empty lines before and
after the conditional directives.

AFESEERRERE TR, BNRBATERANR, ZBTES—T8/UTAR. Bk, MREZEFRMEHES
RIEfEAZITHRER R,

Example (no 'end-of-block' comments for short blocks):

ERESIEERAES"/ . "/ R SR

Separate the content of the comment from any of “//", "/", ", or "*/" with a space

Example (use spaces around the content of a comment):
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Exceptions:

An exception is made when commenting out lines of code, described in the next rule.
R TRE—MIS, FER TN,
1] " = II 317
{ER"#if O"TIAZ"/* .. /" FERRAER
Use "#if 0" instead of "/* ... */" to disable blocks of code

If a block of code needs to be disabled temporarily, it is better to use "#if 0" than to comment it out using "/"
and "/".

INRFEEREAREMULBR, RIFER#if 0", MARER"/ 7/ BEEFE,
This works without problems even if the code that needs to be disabled contains "/* ... */" style comments.

BEFEERRAIAREE /. v/ RERER, XMISiAtBeEERE T,

Additionally, by using an "#else" directive, it is possible to easily switch between two implementations (change
"#if 0" to "#if 1").

Ak, BIdER " #else 58S, ATLUSHARERFPSCIL Z [BIYIHR (G #if 0" BN "#if 1),

Always add a "/* 0 */" comment after the "#endif".
S #endif fZRIN"/* 0 */"ERE,

Example (disabling code with "#if 0"):
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Exceptions:
To disable a single line of code, just use "//".
BERRTRE, REER/,

To make it different from regular comments, do not insert a space after the "//" (this also makes it possible to
find such code to clean-up the sources).

ATEEMERK DTSR, B2E"/ BRASEXFEESZ I EREERI).

Example (disabling a single line with "//"):

RFEIRBLAZEZRR
Remove Obsolete Code Immediately
RARNREMZEZERR, FRAFEFRo AR (LUNFRES Fserver-side APIREE) A FA#if 0iERE,

Obsolete code shall be deleted outright unless there is a compelling justification (such as waiting for a server-
side API to become ready) in which case it may be temporarily disabled with #:if 0.

Example (use #if 0 to save code for future use):

new_foo_api_call();

B RN ZE — MR ERIRRER

Every function should have a comment that describes its purpose
Ideally, every function should have a Doxygen compatible comment.
HBERT, 8PREERNIZE— S Doxygen FRERIERE.

Functions that are not exposed from modules may be described just with short descriptions if the purpose of
the parameters is obvious enough. For related functions, instead of repeating the purpose of the parameters,
highlight the differences and/or relationships between the functions.

MRSHHBEEBHEE, ARMWERATFRIREAT LN EREERmE. YTHEXRY, THRESSHIRE,
MERHERRHZBNERH/EXRER.
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Note: even a short description is better than no description.

IR CEMERERERTER BB AT .
(VIEEFRIIEST MER Doxygen XIFSHYERE

Use Doxygen style comments only where applicable

Doxygen recognizes and processes comments written as "/** ... */" or "/// ...".
Doxygen BJLURBIFHGIRLL /.. */"8"/// .. Fe IR BRI ERE.

Do not use this style for comments within the body of a function.

BB LKA R T RE R RAYERE.

B FR

2025-09-05

Names

FTERTRIIN (EAHRIE

Always use English for all names

Never use any language other than English for any names, even if they are not visible to the user.

YIDERSSELMMUTMES S EERMR, RIERFERZIE].

This applies not only to names in the code, but also to filenames, database entities and so on.
XAMUERTRRPAIRTR, ERTXHEE. BIEELRE.

{EFE IR TE R AR

Use descriptive names

Names should indicate the content or the intent.

BN RN EESE.

Do not use cryptic names or names based on internal jokes.
FAE(EAEEFEETRERKIERE T,

Look at the surrounding code and try to use the same approach.
BEERAENEF=NERERNGE.

Although most symbol names are not visible in the compiled code, try not to misspell them.
REXRZSHHFSENREMmEEINETEATNN, BEREREHE.

Misspelled identifiers can be distracting and can cause confusion when searching for something.

34 /55



coding_standard_zhcn.md 2025-09-05
HEERIRRMIRSOEERN, AEERNERRE.

BERAXERBNZEVREERIKINEIR, MESR/IMEREIIZER
LIEERE SR

Variables with a large scope must have long names, variables with a small scope may have short names
Variables with a large scope should have long, descriptive names.

{ERIE KR B NIZ B R IKAIA M RTR.

The same is also true for a variable with a smaller scope, if it is used in only a few places.

T EREEIEE, RRAEDESER, BEFE

Local variables can (and should) have shorter names.

BEREEERILABALZ) (EFIERERIR R,

Variables for loops and iteration should typically have quite short names, but should follow some conventions
(e.g. i, j for integers, ptr or pos for general pointers, item or iter for pointers to structures or other objects).

BT EAMIEHIZEEEMNZERIENERR, BNZEE—LLIEBII, i FBE, ptrEkposTr—
ARIEET, itemEkiterFRNEREIFEEMARISRAVESD.

Temporary variables should also have short, conventional names (e.g. result, Iresult, bresult, ret, tmp, tmp2,
ch).

IEREE B ZEEEN. EMRAFRGU0result, Iresult, bresult, ret, tmp, tmp2, ch),

A variable that stores the intended return value should always be named "retval”.

FHETER BB EMNIZ A N retval”,
XA EIER P EBRITRR AT E FARISR

Use prefixes for identifiers declared in different modules

Both libraries and other modules evolve over time. Prefixing externally visible identifiers with the name of the
module avoids name clashes.

PRI EARIRER = FE BT AR MR, AINTREI NATRRTHRIMEIR B4, STLABREBFRIPR,
Often the same name that is used for prefixing is also the directory name of the module.

B H R PRI AR EERIB RE.

Typically the module name is a three-letter abbreviation or acronym. For libraries it may be longer, like 5 to 7
letters (e.g. "libos").

%, BRERSNFBORSHETRRE. NTFERR, TTMEK, HASHTA SR ibos)
RAE
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Naming conventions

Entity Examples

Global variables shall be prefixed with "g_" g_foo_bar

. foo, bar, foobar,
Local variables shall be lower case

foo_bar
Parameter variables shall be lower case and words shall be separated by f00 bar
underscores ("_") -
Functions shall be lower case and words shall be separated by underscores (*_") foo_bar()
Types shall be lower case and words shall be separated by underscores ("_") foo_bar
Typedefs shall be suffixed with "_t" foo_bar_t
Enumerators shall be upper case and words shall be separated by underscores
¢ FOO_BAR
Macros shall be upper case and words shall be separated by underscores (*_") FOO_BAR
P =l
ERTERIKA"g." g_foo_bar
EPTEN NG foo, bar, foobar, foo_bar

SHRENG, BIEZERTZIMR(_") foo_bar
REUNG, BIELATRIZ() 588 foo_bar()
RENANG, BREZELATIZ("") 545 (") foo_bar

KRIEN (Typedefs) LA _t" AfE4R foo_bar_t

REENAKRE, BiRMNLATYZ(_ )72 FOO_BAR
TRIKS, B Z B T IZ(") 545 (") FOO_BAR

A= AR

Declarations

ERIRRIFRAF RIS RE

Declare each variable in a separate declaration

Declaring each variable in a separate declaration has several advantages:

PRIEIERNZEGLU MR,

* There can be no confusion with declarations like "int *p, i;", where one might mistakenly assume that "i

is a pointer. REES"int *p, i; "XHEMNFIREE, AIABESEIRMIAAN"I"B—1MaET.
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* If some declarations declare just a single variable and some declare multiple variables, it is easy to
overlook the additional variables at a glance. ISR BGLEIRAREHE— T8, BYFIHEZNTE, IBA

REZ— IR BEREIMIEE.

* |If each variable is declared separately, then 'end-of-line' comments to describe the purpose of each
variable can be added easily and consistently. 1RGN EEFEEIRFRR, BPATTLURIAB—EUHR
in TR EERIAR,

Provide names of parameters in function declarations

Although compilers allow the function declarations (in header files) to list just the parameter types without the
names of parameters, it is a good practice to also provide parameter names in declarations.

BRIV R EE B (E XA ) QP H S MAY I LS, BRIFEFBPHREHSHE.

Often parameter names themselves provide enough information so that one can understand them without
additional documentation. Modern IDEs also use information from function declarations for features like
‘autocomplete’ and 'peek declaration’.

BE, SHEAEHRMNTEBIEE, RELHEIMNISGEREILIEREN], WidethEFAE REFA
SESEECH G ‘B E(autocomplete)' 1 'TREGE E(peek declaration)' IX#£HITHEE,

BRI AREEARETURY int IR [EISEEY
Implicit "int" return type must never be used

(89 standard still allowed functions to be defined without the return type, in which case "int" was assumed,
but it was always considered a bad practice to omit the return type for functions returning an "int".

CBMMENATIFENIRBIREIRERIRE, EXFMER MREN int’, EXTFRE"int" IR EIRREIZEEE
BHINNIR— D IIFRISLEE.

C99 standard no longer allows this archaic feature.

CORMERTIHXMIS R AITIRE.

{£F3" (void) ' FHERESEHIRE, MARERZHNSEHTIE
Declare functions with no parameters using “(void)" instead of empty parameter list

An obsolescent feature of C allows functions declared with no parameters (empty parameter list) to be called
with parameters.

GESH—MNERRFERATHERSARRFE B SR ESHIR).

Functions which accept no parameters should be declared using "(void)". This way the compiler will issue an
error if the function is mistakenly called with an argument.

NMEZZHRIRENIZER" (void) BB, X, MRBRMEALSHEARL, mESNIIE.

Example (function with no parameters):
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int function_requiring_no_parameters(); /* WRONG */

int function_requiring no_parameters(void); /* Right */

XFHERREHIIEET, (Ftypedefs

Use typedefs for pointers to functions

Pointers to functions is a feature that is not used daily, and the syntax is far from 'easy on the eyes'. Also,
declaring this type in several places can quickly lead to inconsistencies.

REFEHAR— I BEERIIE, EiEXEEIFERZE . Wit A MEFREXIARRMES
A

It is a common practice to use a typedef to define a type for the pointer to the function, which makes
subsequent use of this type much easier.

B ERtypedef HIERIRERMSHEN KR, XEBREERZEETHES.
Example (typedef for a pointer to function):

// pointer to callback type

typedef void some_pfn_t)(void int ;

// callback implementation declaration
void dummy callback(void int ;

static some pfn_t g some cb;

void set_some_cb(some pfn_t

{
g _some_cb = p_callback;
}
void dummy_callback(void int
{
/* NO-OP */
}

set_some_cb(dummy_callback);

Another method is slightly different in that it defines the type for the function signature, and then declares
variables or parameters as pointers to that type.

B—ANFEHEEAE, BEXTRMEERRE, ARBEEN SRR NIEEIZEERTE .

Example (typedef for the function signature):
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typedef void some_fn_t(void int ;

some_fn_t dummy_callback;
static some_fn_t *g some_cb;

void set some _cb(some_fn_t

{
g some_cb = p_callback;
¥
void dummy callback(void int
{
}

set_some_cb(dummy callback);

The second approach has two benefits:
B_FITIEERNIFLL:

* Variables (like "g_some_cb" in the example) and parameters (like "p_callback” in the example) are
declared with an asterisk, which makes it more clear that they are pointers. Z& @075+

89"g_some_cb")F 1S £ N~ FIFHY " p_callback”(FRESEER, XEE(IEIEEEINEMT.

* Function implementations (like "dummy_callback" in the example) are declared with the typedefed type,
therefore the compiler actually verifies that the types match, even for implementations of functions that
are not used within the module (e.g. are provided for other modules). EREIHISEIR (HIEN451F+
B9"dummy_callback”)2FBtypedefed2EBUEHARY, HtimiEsaShin LSWUFEBIRRILAS, BIFEEXT
RSB EFRIREGRISTI(GIAN, HEMAESIREAIRED.,

As seen in the example, the function type should have a "_fn_t" suffix, while function implementations,
variables, and parameters usually have a suffix that indicates what they are used for (e.g. "_cb" for callbacks,
"_cmp" for comparison functions, etc).

W EBIRR, REESEENLHZE—N"_fn_t' /55, TEREL
(f5gn: "_cb"FREEREL, "_cmp RRLUREREL, &

7. TEASENHE—EE, EFRCi0mEe
).

cuﬂ )P}

Note:

Functions are similar to arrays in that a function name without the parentheses is interpreted to mean the
address of the function. The ampersand operator therefore does not need to be used (and makes no
difference if it is). The following two lines are equivalent:

EREFNEEEEM, IRBIESHRBBSEER AR, EIAFTEERIRERFEMEER BB XA,
TERTREBEFNE:

Example (ampersand operator is not needed for obtaining pointers to functions):
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set _some_cb(dummy callback);

set_some_cb(&dummy callback);

ANMEAREEIKEZIERItypedef
Do not use a typedef of a fixed-length array

If a fixed-length array is typedefed, it still behaves like an array. This means that when it is passed to a
function, it is passed by reference, not by value.

MR—NERBARBREENN, SRITAHNRG— M EE. XEREICREBREREN, ERIZSIRE
EERY, TIARRE.

A workaround is to enclose it in a struct:
— RS ARG R SR

Example (typedefing fixed-length arrays):

typedef uint8 t os macaddr_t[6];

typedef struct { uint8 t addr[6]; } os_macaddr_t;

BRAVERtypedefs
Avoid unnecessary typedefs
Use of typedefs is encouraged for:
LA BRI EBtypedefs:

e Structures that are internal to implementation (meaning that the members should not be accessed by

the caller). SLHRAEBRIEEHS (BARERAERGEHREKR).
e Complex structures that include unions. B SEASARIIEZYEM,
Use of typedefs is discouraged for:
W ER typedef XEFAIB N BIE:

e Structures with members that the caller is expected to inspect or modify. 8 S#tEREHITIEETIEK
BIRL RBILER,

e Structures that are used only within a module and are not exposed in the interface. {X{EREHRRER(FE.
BEREZAPLFREE, ERENRIREEIRIREREA. 1 XEFrEiEal—E
=, RPIZEEFIREIT BB E AT,
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Typedefs of enums are generally discouraged. Syntax coloring of the "enum" keyword is a helpful hint that a
typedefed type lacks.

RESEIRIRI B BRI HIREMA. X' NE XEFIELEBR—MRT, R\PZEHIFETHIEENX
AY,

Example ("enum" vs. typedefed "enum"):

int some_function(enum ;

typedef enum some_action some_action_e;
int some_function ;

Use built-in fixed-width integer types (e.g. "uint32_t" or "int64_t") where needed.
AR ERN BRI EE R E A (AN uint32_t '8 int64_t"),

Use plain integer types ("int" or "long", as appropriate) where fixed width is not needed.
EAFEEERENER T, MNEREERIEEESEE(int'8 long”, MBERTE).
BIRERERAEEE, LiEnRTER

Choose integer types carefully to avoid the need for typecasts

Typecasting hinders type checking. As much as possible, typecasting should be limited to cases where it is
really unavoidable.

RENEIRDINISSEUNTE. ERIRERIBIR T, REUEIRN (X PRTHSL I RiE R AIBRLES .

EREREREENFCRE
Use global and static variables carefully

Depending on the architecture of a project, global and static variables may be either perfectly acceptable, or
can be a nuisance (causing hard-to-find bugs).

RIEIBAZE, £RRENFSEERRER eI LUEZR, BARE—FIMRSERELILIIANER).

If unsure whether, where, and how global or static variables can be used in a particular module or area,

consult a senior engineer.

MRAHEEFEEREX S, £RTENHTEEERILUER, LISAMIER, NESERTIRE.
AN ET AR

Declare and explicitly initialize variables immediately

Explicit initialization is a cornerstone of defensive programming in C; it eliminates crashes, logic errors, and

security flaws caused by uninitialized variables:
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ERXVBHE CIEESHHERNREENZORENZ—, BERAMEERERBHNTESHNEER. BEERIIE
EiRmE:

* Prevents undefined behavior—local variables without an initializer have indeterminate values (C17

§6.7.9/10). BRARENXITA, AUHEEPEZEERRENA (C17 §6.7.9/10)

* Removes the risk of irreproducible bugs; an uninitialized pointer, for example, may reference an
arbitrary address. {KERARIIIAHZENZABESSEXELSIIN bug, ELAIBEREIIAM, TTREEEE
= viichiln

* Signals design intent and improves readability by making a variable’s initial state explicit. E{#JiR L E

ERIPTERITEE, BNt
Variables should be declared together at the top of the function for better readability.

T EFRPN SEREUERE A, E T,

RIS AR

Good and Bad Practices

{EF"goto TEAKEWIRIRLE, FIRBEUNEIIEF

Use "goto" statements to simplify error handling, cleanup of resources, and retries

Goto statements have a bad reputation, but are a very efficient tool for certain purposes. Proper use of goto
statements makes the code cleaner, easier to read, and less error-prone.

"goto"{IBAIRIEEIER , (EAEFLEN TIZIFESMAIITE. (R "goto 1BTRERBERE. EZT
[iEEEAZ LS.

When a function has to free a resource (e.g. allocated memory, or a handle), it is best to write this code once,
at the end of the function, and jump to it from wherever it is intended to return from the function.

ST RYFERNENZRGINESRNREFSR—MOWE, RIFEXERD BRI R SEREEIR
B, FMZARERER SN RIRERIACLL.

An additional variable might need to be introduced for the return value (typically named "retval"), but such a
variable is often useful even if the code uses just control statements and no "goto's".

HJREERES I N— M EUMIZERFEREEESEBHG R retval”), (ERMEAIBPXEREHIEDMR
B'goto"1BH), XHFIEEHFEREERA.

Several labels may be used if different behaviors are required (e.g. just clean-up, vs. log an error and then
clean-up).

IRFEARRIESWGIN, (NHTEIEEE, ERTICRERERAEEHITEREP), WILMERS
MRE,

An added benefit of such code is that there is a single exit point from the function, which can be useful for
debugging, or if additional logging is needed.
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XMABH—MEUMIRE, BERE— M HOR, XERXNIFEER, BEEFEHTHINETCRITE
EFER.

Example (cleanup using "goto's"):

int function

{

resource_t resource = 5
int retval = 5

if (condition) goto cleanup;

if (condition) goto error;

retval = 0;
cleanup:
if (resource != ) free_resource(resource);
return retval;
error:
LOG(...);
retval = 5
goto cleanup;

Another case where "goto" statements are useful is handling of retries. In this case the "goto" statement
jumps 'backward’, but this is again nothing to be afraid of.

"goto"IERIEMIEEIN BRI EAFEER. EXMERT, "goto BRI REME", (BXEFLHFERL.

In simple cases retries can be achieved with a "while" loop (using "break" when retries are no longer
necessary).

ARROBERT, aTLUBEER while" BRI EX(EABHEEEIL A EA break 1EG).

But in some cases the "break" statement cannot be used as it is nested within another loop and would require
a less-feared-of ‘forward goto' to achieve a 'multi-level break’, or an additional variable (e.g. "bool

keep_retrying" or something similar), which is an even worse solution.

BERLERT, "break BEOTEERER, BNECREES—MENRTD, FEER—FMENTIASARE
Y RIRIBkAE SRSCI SRk, BEFEMI— M EIMIZEWBIIN bool keep_retrying BiZE{URIZE), MIX
TR TS S=NIENOFERE,

In such cases it is better to use a 'backward goto' statement instead of the "while" loop, which also gets rid of
a level of indentation.

EXMBERT, ST SRS EORAE while 85, XEERSEE—RSH.
LA "break”, "goto"B"return"ZEHRAMKIEIRZfE, AE(FEH "else"1BG]
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Do not use an "else" after a block that ends with a "break”, "goto" or "return"

If the last statement of a controlled block is an explicit or implicit unconditional jump (like a "break", a "goto"
or a "return"), then an "else" statement is redundant.

MNR— IR NRE—FEEE B SR AL AHEE (N break”, "goto 8k "return"i&a), HB
A"else"TBEHMESRA.

Example (redundant "else"):

if (error_condition)

{

goto error;

}

else

{

By removing the redundant "else”, the code is easier to follow and does not stray to the right due to
unnecessary indentation.

BEMRZ R else”, NISESZER, FEASRATVENGEHMREAN.

Example (redundant "else" removed):
if (error_condition)
{

goto error;

AT RMIBRATUI, TARRIDIERAT, ISR A ENESRRIS

o

Test for failure rather than success to avoid unnecessary nesting

If the last statement of an "else" block is an unconditional jump (either a "return" or a "goto"), then the code
can be simplified, and an extra indent level can be avoided.

WNER"else" RPN ERE—ITED B TFKIGBEE (BN return"1BE)E "goto"154)), ARARIBEIEILAENL, FHERILIE
EEIMOGEHER.
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Typically this happens if error checking tests for success and handles failures in an "else" block.
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BEBERT, XMERSHEXFNZED: ERIOESHXEINERH TN, FE else"NIBRHALERLK

MBS

Example (code that tests for success is hard to read):

do_the first_thing(...);

if (success)
{
do_the_second_thing(...);
if (success)
{
do_the third thing(...);
}
else
{
goto error;
}
}
else
{
goto error;
}

/*

/*

/*

/*

BAD CODE

BAD CODE

BAD CODE

BAD CODE

*/

*/

*/

*/

It is more efficient to test for failure, handle the failure, and bail out. The normal flow (without failures) then

continues at the same indent level and is easier to follow.

TR, AMESIEFHRHEFXMANENEN. EREENERT, ERRESLMERILEHER

BEHHT, FEES TIEMR.

Also, any code that handles or logs failures remains close to where the failure occurred (and was tested for),

again making the code easier to read

ItEsh, (R E I CREFRERIBEN R IBEPE A ERIE TR THRNATIL), XFREE—

RYATIsEME,

Example (code that tests for failure is simpler and more straightforward):

do_the first_thing(...);
if (!success) goto error;

do_the_second_thing(...);
if (!success) goto error;

do_the_third_thing(...);
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ERMHETPY)/DRKERE TR /9 "bool 258,
Do not rely on implicit conversion to "bool" in conditions

Although a logical expression evaluates to 'true’ for a non-zero integer, or a pointer with a value other than
NULL, it is better and safer to explicitly write the intended comparison.

REXTFZELEEIF NULL 19fEET, BEREINERSN'RE', (BRFEEHHES HIEILRIE
8, XEREENEERE.

Example (avoid implicit conversion to bool):

if (result) ...

if (result !=09) ...
if (ptr) ...
if (ptr != ) ...

AEERINS NULL (BRI R 0" (5
Do not use "0" (zero) where "NULL" is intended

Always use "NULL" when assigning to or comparing with a pointer.
AR ESGH TIEE LIRS, SSWMERNULLE,

The main reason is readability.

FEFRRET .

AERMRES "true"s) false" HITELE

Do not test bool values against "true" or "false"

Before the C99 standard, comparing an 'assumed boolean' value (which was actually an "int") to "TRUE" could
result in obscure and unpredictable bugs.

£ CO9 Tz A, B BRER/RKECEF LR Int") 5" TRUE H#THR FTae 2 SEUELIEE EELFTNRISER,

Although this danger is no longer present with the C99 "bool" type, comparing bool values against "true" or
"false" is too verbose, especially when variables or functions have intuitive names.

F7A C99 HY"bool KREABEFEXMXIE, ERFMRES true"s false" HITHLERIT T EB, THETEZETXR
HEEEWSMAIBR .

Example (use bool values directly):
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if (state-»>is clean == ) ...
if (state->is _clean) ...

AE(EH"Yoda 4", fHa0"if (NULL == result)”

Do not use 'Yoda conditions', for example "if (NULL == result)"

Yoda conditions is a programming style which reverts the variable and the constant in the logical expression
of a conditional statement.

Yoda RH-R—FMRIENIE, CEBRMEUTIEEREANTHRENEERTHIR,

This style reduces the risk for bugs caused by mistakenly using a single (assignment) instead of the

intended "==" (comparison).

XMEERE T RigiRtbERBE—Y" =" WE) TS5 I KERIATEEM, BT ERASSEHN =="tLR)FF
SHIERIB.

However such bugs are relatively rare, especially since modern compilers and static analyzers produce
warnings for such code.

PR, XSHERESLE DR, THERAMmESRSOT LTRSXERBAHES.

It is believed that the consequences of poor readability of such conditions outweigh the benefits, therefore
this style is deprecated.

MTBAR, HERBFIEERE AR REOQEIGED 7 EHRAFLE, RXFSERESEHRIER.

Example (conventional vs. Yoda conditions):

if (result == ) ...

if ( == result) ...

Some argue that with the constant at the beginning of the expression it is clearer what is tested for, especially
if the other operand is a long function call. But note that in this case there is no danger of having an

accidental assignment, and also that while the constant now stands out, the action performed by the function
call does not. For testing outcomes of function calls it is much better to use a temporary variable, as described

next.

BANA, MRFXAFLHERERE, AR SHIHIMAEILNRE, THEISS—MNEERE—
BRIKHOREUERINERALL. BiFER, mXMERT, AMERINRERIXKE, MEREXNEENEE
EIRT, B&H éﬂlﬂﬁﬁﬁﬂﬂﬁﬁ’ﬁ;ﬁ’ﬁﬂ#ﬁ“’ﬂg’ﬂl‘].,

mAT 32 8 SN R EUE ARTIR E(E

Consider using a temporary variable for testing the return value of a function call
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Putting a large function call (a long function name, many parameters) into a conditional statement is not very
readable, regardless of the situation.

B— 1M REREERMERIREEBURRSSE BN —NFHED TS, FTIeEEMER NEMRMESEEE

ZEo

For testing outcomes of function calls, it is much better to use a temporary variable (which can also be used to
log the value, if needed).

T REERINNER, ER—MEHRESBFOIRTENE, XMERZEEETLRTICRE).

Additionally, if the function call is within the conditional expression, the line becomes so long that even a
simple action must be put into a block.

Itesh, ARBEFRMTRERENRES, BAX—TAEMSEEEETR, UETRMEEEBIRFBY
IN—MUIBR R,

By separating the function call from the conditional statement one also has the option to write the parameters
each in its own line, which would become quite unreadable if used within the conditional statement.

BRERRASFMENTE, EULUERESHSIESESRENT L. BNREXESHERTEIT,
AR S AT T,

Example (testing the return value of a function call):

if (function_call(parameter 1, parameter 2, parameter 3, ...) != SUCCESS VALUE) {
goto error;

}

result = function call(parameter 1, parameter 2, parameter 3, ...);
if (result != SUCCESS_VALUE) goto error;

IMIERERMRIA P IER T HINESER

How to avoid warnings for assignments in conditional expressions

If putting an assignment into the conditional expression is actually intended, the gcc warning can be avoided
by enclosing the assignment in additional parentheses.

NRFHLRERMEETRAZMGRENS, BATLUBIAREEDINEFI—IESHER gcc REVE

H
Ho

However, since relying on implicit conversion to bool is not allowed, the value should be tested explicitly
anyway, which also avoids the warning.

SAM, BT ARITHERRIUEERERIR/RER, FLATICHTEAAZIX MEH TR0, XEEthaeE:
BHANES,

Example (suppressing warnings for assignments in conditional expressions):
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} while (element = element->next);

} while ((element = element->next));

} while ( (element = element->next) != )

Note that the above example would have to separately test for an empty list. The loop can be written
differently, and then the assignment in the conditional statement is completely avoided.

HiE, ERRAREBERGEFIRE TN, ZEATULAENA RS, XA ceBRERME
BPHITIERF.

Example (avoiding assignments in conditional expressions):

while (element != )

{

element = element->next;

GEFERZAER

Use macros sensibly

There are many uses for macros, but one should be aware of the caveats (type safety issues, multiple
evaluation, and more — see Macro Pitfalls).

RERZAR, BEAENITERETIEISEFRCEZ2HA. SEIHMEFF—FEFER (RrkE
BFD e

In some cases macros are the only solution and actually the right tool for the job. But they should not be
considered to be some sort of light-weight functions. If the macro looks like a helper function, then it should
probably be replaced by an inline function.

FERLBRT, RRE—RIBRSE, MASLF LBRTAXTHESHEETE. EFAEEMARMEER
RUERE. MREBRRG—MHIERE, BPARTFHMIZGEE R NERRE.

ERBTIDER AT

Never use ‘magic numbers' in the code

There should be no so-called ‘magic numbers' in the code.

49/55


https://gcc.gnu.org/onlinedocs/cpp/Macro-Pitfalls.html

coding_standard_zhcn.md 2025-09-05

(WL NVEEZERTE IR G 2

Some literal values are acceptable, like 0 and 1, sometimes 2 or 8 (but consider using sizeof() where the size of
an integer is needed), 1024 (if used as a multiplier, no need to define it as KILOBYTE or something like that), or
small values used to shift bits.

BLRAREERTLUESZA, than o001, BIEALIZE 2 B 8(EEREMEREEA/NGT, EINER sizeof()
BRED, 1024ANRAIEREL, THERBERENII KILOBYTE BSSUBHR), BeE AT UBERIEIVNYE.

Any number that may potentially be changed in future should be defined in a single place.
(HAJ R R A E BRI RN — N R — At R TE X

Function return values should also avoid magic numbers. Even if the only possible returns are -1 and 0, give
them named constants via macros or an enum so the code is self-explaining.

FEE AR SRR AT, BIEEEERE -1 710, ERE/KEE HBETFIE.
{£H strscpy() B STRSCPY() ERENAI A LER I Xigm

Use strscpy() or STRSCPY() to prevent buffer overruns

Never use strncpy() to prevent buffer overruns because it does not nul-terminate the result if truncation
occurs!

YI7D(EF strncpy() BRECRBILEE PGS, ESMNREMERTER, ZREAEERRERNZFR!
Using snprintf() is better, and is the right choice if formatting (or even just simple concatenation) is needed.

{£R snprintf() RESEYF, MENRFBHITRACLEEZRRERENFHFBEHBINE, XBREMRTIT

=
If a string needs to be merely copied, use the dedicated strscpy() or STRSCPY() function/macro.
INRARAFENFFRHITEFNRE, BRABEREIIAY strscpy() BRELEL STRSCPY() 7=,

Example (preventing buffer overruns):

strscpy(buf, name, len);

strscpy(cfg->name, name, sizeof(cfg->name));

STRSCPY(cfg->name, name);

(buf, sizeof(buf), "%s%s", partl, part2);

50/55



coding_standard_zhcn.md 2025-09-05

The above examples all silently truncate the input string. This is acceptable in cases where it is believed that
truncation will not occur in normal operation, or that if truncation does occur it only causes an acceptable loss
of non-essential functionality.

ERTHISEE BTN TR, OANEERETHASHIRERTER, SEEHNETttRESS
HAEZAVARKRINEERKRRIBRN , XFMGER AT LAY,

For critical operations the code should check the return value, and if truncation occurred, the operation
should be aborted.

XTREERE, (BNSEERENE, MRHIMEETER, NALRILZERE,

Example (checking for truncation with strscpy or STRSCPY):

if (strscpy(buf, name, len) < 9)

{
LOGE(...);

goto error;

When snprintf is used, make use of its return value (even when the output is truncated, it returns the number
of characters, excluding the terminating nul-byte, that would have been written).

FEER snprintf AR, IBFIAEIREIEEMERLEER, SHSRBISFREANNFIEL, FAEERLENTF
).

Example (checking for truncation with snprintf):

rv = (buf, sizeof(buf), "%s%s", partl, part2);
if (rv >= (int)sizeof(buf))
{

LOGE(...);

goto error;

RRATLREAR RIS ES ST
Extract Common Functions to Eliminate Cross-File Duplication

Duplicated code bloats binaries, complicates testing, and spreads bugs. Consolidate identical or highly similar
logic into a shared library to guarantee uniform behavior (fix once, benefit everywhere) and drastically cut
maintenance overhead.

BESBSEUAIZAK. WlSER. Bug S, KEESEERINEERNEI HEE, TH—1TH. —2E
. £B¥%m, BEFR4EFNA.

FIBRITORE, 1EINFTAITNEEELR B E
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Wrap functional code with feature-based macros

Wrap functional code with feature-based macros, never with device-specific macros, to avoid hard-coding

model names.
et RS EAERIRE R | B NINEE, BRERiSiLS,

Example:

/* BAD CODE */

do something;

/* Correct */

do something;

New feature toggle macros and their configuration options must be introduced through Kconfig and default
to disabled, so normal code paths remain unaffected.

BBV R NEC B MiZiB T KeonfigiRE, FFEFMEIRE disable, ERIIIERAITHRERTDIEMNS’
ulﬁ]o

Example:

menuconfig MANAGER_LTEM2
bool "LTE Manager (LTEM)"
default n # disable by default
help
Enable LTE Manager (LTEM)

config TARGET_LTE_NAME
depends on MANAGER_LTEM2
string "LTE name"
default "rmnet_data@"
help
LTE name that will be used

P FEOMZEIEES ik 5 [KE]
Buffer-manipulating interfaces shall explicitly pass both address and length

Any interface that reads from or writes to a buffer shall accept two independent parameters: void *buf and

size_t len.
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HANEFXKETESAEN, NMIZERHEK void *buf 5 size_t len IAMRIMZE,

It is the caller’s responsibility to ensure these two values match. The callee must not deduce the buffer size
from global variables, the length of a statically allocated array, strlen, or any other implicit means, thereby
eliminating the risk of out-of-bounds access.

BERLARERE_ELR, EREREANEIEREE. FHSHERE. strlen BEEMRSFRIESE
XK, MR _ErH A FRIHEX A,

uint32_t copy buf(const void char ;
uint32_t copy_buf(const void size t
char size t 5

EREINIZ TN SEOHA T &R0
Functions shall validate all input parameters

Check for invalid inputs—such as NULL pointers or out-of-range values—to prevent subsequent dereferences
of NULL pointers, buffer overruns, and other undefined behaviors. This directly reduces the risk of crashes,
data corruption, and exploitable security vulnerabilities.

ERFPRESTE. BEEEFIRARAN, BRRSES | BTET. BREEERENITH, EEFTH
i BUEEIA. SRR SRR,

Every invalid input shall be explicitly rejected and logged, ensuring predictable function behavior and
eliminating elusive bugs such as “occasional crashes” or “random results.”

FrEAEERNERERIEERFFRINogicR, REUTHRGHE, BR BRI SR XELASIH
Bug,

Input parameter validation must be grouped at the top of the function.

ASERIEENE P IR AR,

?lu\lﬂg'fI{—J—)H:Hi%ﬁ% l:l =

Never ignore any compiler warning

A compiler warning is a latent defect. Maintaining a “zero-warning” build forces the code to meet the highest
baseline for syntax, portability, and latent errors.

RiXsro S EIEEMRE, R EEE MEEAREEL UBEESRSERSSIERIERSRERL.

Do not cast pointers to void * merely to silence compiler warnings; such casts bypass type checking and can
hide alignment or size mismatches. Keep the original pointer type and use explicit casts only when absolutely
necessary, accompanied by a clarifying comment.
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REN T HRRFS L EMMERGIEERBSEE void*, XTMARGUSREUGE, FHRIREEEXITTaA/N
APCECRYENE. BREFRFFINIETRE, REEENVERNBR A HTRIUREE R, FiRIIENASER
1BARE.

ARSI T

File permissions must be granted precisely; over-permission is strictly prohibited.

Configuration files, source code, templates, JSON/YAML, and other pure data files must not have any
executable (x) bit set, ensuring they cannot be executed even if invoked by mistake.

BB, RS, &I, JSON/YAML FAEIE M AEREE T x (executable) i, HHREMEHRIRIEA
REEENT.

Note: When modifying a Linux repository over Windows network shares (SMB), Samba’s create mask may
forcibly set files to 755.

Note: @1 Windows P£8IEE (SMB) &2 Linux ©FERY, Samba BY create mask AJEEIE A& HIIR A 755,
+ o/ /= SEca

RIFEITSTRERESE

Keep empty lines and line endings free of trailing whitespace

Spaces at the end of lines or on otherwise-empty lines create “noise diffs” that clutter comparisons.
ITHATRITRRIEN TEXER", & diff F-EXETH.
=aAh A A3 \Y I v 1=
(ERZFFRFERIIRERIELL \0' 5
When dealing with strings, ensure they are always "\0'-terminated

Passing a string that is not "\O'-terminated to strlen() or similar functions results in undefined behavior, which
can produce an incorrect length, out-of-bounds access, or even a segmentation fault.

IEARLA 0" ERAIFFRFEBRENstrlen (FREGSERENITH, FTREREFRKE. BRHTEEREIR.
(ERZNAREE RS EHRRIRRTERE

Use functions that perform boundary checks or provide explicit error feedback

Avoid functions known to cause buffer overflows or lack error detection (e.g., gets, sprintf, atoi).
FEFERAENZSRE P XiGHEERZ ERIGUAIREL (40 gets, sprintf, atoi &)

Prefer length-limited, verifiable-return variants (e.g., fgets, snprintf, strtol) and always inspect their return

values.
FERTKERS. REEARIGAIREL (40 fgets. snprintf, strtol) , FHEFRRXHREIEHITRE.

The unsafe functions are listed below but not limited to. LA TH R EARAZ LR, (EHAHERTXLLER
.

Function(s) to Avoid Safer Alternative(s)
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Function(s) to Avoid Safer Alternative(s)

gets() fgets()

strcpy() strncpy(), snprintf()

strcat() strncat()

sprintf() snprintf()

vsprintf() vsnprintf()

atoi(), atol(), atof() strtol(), strtod(), strtoll()

strtok() strtok_r() (POSIX) or strtok_s() (C11 Annex K)
mktemp() mkstemp()

stelen() stenlen()

Embedded Shell Scripts Should be Avoided
RS EFRERATUShel AR,

Sometimes we can't avoid using Linux commands to get output, but we should still strive to use C code to
find the data from the output. We should avoid using "awk", "grep", "sed", "echo", the pipe "|" operator, and
"cat" (when possible) in C files (there's probably others). Using Shell within C code uses more resources than
just parsing the string within C (it opens up a Shell session). The first "popen()" call causes a new thread to be
opened, and every pipe "|" causes another thread to be opened, all using resources.

BB IR R R ERLInuxar S FEREEHEER, ER(MANMZREFEROES B REIMX Lt HE
& ECREEP, BAINZRERRER awk’. "grep’. "sed”. "echo’. '|" (EBEFFS) H'cat’ (ATREEHHE
fiban<) . FECIHEBPERShelfpSLLERECGES TRTFAREEESRIR (HNXKE5I— Shelli#
) . BXER popen()"RMBIE—IMFRIZE, MEBREREENS|HES—HE, XEH2
HARRRIR,
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